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Abstract. Evidence-based reasoning which is at the core of many
problem solving and decision making tasks in a wide variety of domains,
requires a complex combination of imaginative reasoning, critical reason-
ing, and expert knowledge. This paper presents research performed in
the Learning Agents Center of George Mason University on developing
a computational theory of evidence-based reasoning and on its integra-
tion within the Disciple learning agents theory, methodology, and tools
for the development of cognitive assistants that are able to learn complex
problem solving expertise directly from human experts, assist experts and
non-experts with problem solving and decision making, and teach the ac-
quired expertise to students. The paper introduces evidence-based reason-
ing concepts that need to be understood in order to use such a cognitive
assistant, illustrating them in the context of a specific system developed
for intelligence analysis, named Cogent. It also illustrates a sample session
with Cogent and summarizes the assistance it provides to the user. The
paper concludes with the envisioned application of these results to other
evidence-based reasoning domains.
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1. Introduction

Evidence is any observable sign, indicator, or datum that is relevant in decid-
ing whether a hypothesis of interest is true or false. Evidence-based reasoning
(EBR) is at the core of many problem solving and decision making tasks in
a wide variety of domains, including physics, chemistry, history, archaeology,
medicine, law, forensics, intelligence analysis, cybersecurity, etc. It is important
to realize that most of the information we use in these tasks does not consist
of facts but of evidence about these facts. Indeed, each information item comes
from some source, and we should always question the believability of this source.
Additionally, the evidence we have is always incomplete (we can look for more,
if we have time), usually inconclusive (it is consistent with the truth of more
than one hypothesis), frequently ambiguous (we cannot always determine ex-
actly what the evidence is telling us), and commonly dissonant (some of it favors
one hypothesis but other evidence favors other hypotheses) [1, 2]. These, as well
as other characteristics, make EBR tasks difficult and time-consuming.

In this paper we overview some of our work on a computational theory of
evidence-based reasoning and its use for building software agents that assist
end-users with EBR tasks. This theory has been integrated within the Disciple
learning agents theory, methodology, and tools for the development of cognitive
assistants that are able to:

e learn complex problem solving expertise directly from human experts;

e assist non-expert users solve problems requiring subject matter expertise;
e assist human experts in complex problem solving and decision making;

e teach problem solving and decision making to students.

The Disciple approach relies on developing a powerful learning agent shell
that can be taught by a subject matter expert (who does not have computer
science or knowledge engineering experience) in ways that are similar to how the
expert would teach a student or an apprentice, by explaining problem solving
examples to it, and by supervising and correcting its problem solving behavior.
In this way, the resulting agent learns to replicate the problem-solving behavior
of its human expert [3-9].

A main result of incorporating the computational theory of evidence-based
reasoning into the Disciple learning agents theory is that the generic learning
agent shell now contains a significant amount of knowledge about the properties,
uses, discovery, and marshaling of evidence from the science of evidence [2, 10].
Therefore, when developing a cognitive assistant for a specific EBR task, such
as intelligence analysis or cybersecurity, the agent already contains a significant
amount of general evidentiary knowledge and only needs to be trained with
domain-specific knowledge.

In the next section we overview the current computational theory of evidence-
based reasoning embedded into the Disciple approach. Then, in Section 3 we
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introduce some of the EBR, concepts that need to be understood in order to
use a cognitive assistant, illustrating them in the context of a specific cognitive
assistant, Cogent [11], that we have developed for intelligence analysis. After
that, we describe a sample session with Cogent and summarize the assistance
it provides to the user. We conclude with the envisioned application of these
results to other evidence-based reasoning domains.

2. Computational Theory of Evidence-based Reasoning
and Disciple-EBR

Developed in the framework of the scientific method, the computational
theory of evidence-based reasoning views EBR as ceaseless discovery of evidence,
hypotheses, and arguments in a non-stationary world, involving collaborative
computational processes of evidence in search of hypotheses, hypotheses in search
of evidence, and evidentiary assessment of hypotheses, performed jointly by a
person and his or her knowledge-based cognitive assistant (see Fig. 1):

e FEvidence in search of hypotheses. From the observations they make
or the questions they ask about a situation of interest, they generate
alternative hypotheses. The question is, What hypotheses would explain
this observation? or What are possible answers to this question? Through
abductive (imaginative) reasoning, which shows that something is possibly
true [12-16], they generate a set of alternative hypotheses that may explain
the observation, or a set of hypothesized answers to the question (see the
red, left-hand side, of Fig. 1).

e Hypotheses in search of evidence. The user and the cognitive assis-
tant put each of the generated hypothesis to work, guiding the collection
of relevant evidence. The question is, What evidence would be observable if
this hypothesis were true? Through deductive reasoning, which shows that
something is necessarily true, they decompose the hypothesis into simpler
and simpler hypotheses, and use the simplest hypotheses to generate new
lines of inquiry and discover new evidence. The reasoning might go as
follows: If H were true then the sub-hypotheses Hy, Ho, and H3 would
also need to be true. But if H; were true then one would need to observe
evidence Ej, and so on (see the blue, middle side, of Fig. 1). This process
leads both to the discovery of new evidence and to the construction of a
tree-like Wigmorean argumentation structure [1, 2, 17, 18] that can now
be used to assess the probability of the hypothesis, based on the discovered
evidence.

e FEvidentiary assessment of hypotheses. The user and the cognitive
assistant use the obtained evidence to assess the generated alternative hy-
potheses. The question is, What is the evidence-based probability of each
hypothesis? Through inductive (probabilistic) reasoning, which shows that
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something is probably true, they assess the relevance, the believability or
credibility, and the inferential force or weight of evidence. Then they
combine these evidence credentials in complex ways to assess the proba-
bility of the hypothesis [1, 2]. This is a process of multi-INT fusion since,
in general, the assessment of a hypothesis involves fusing different types
of evidence from a variety of sources (see the green, right-hand side, of
Fig. 1).

Notice that, as shown at the bottom of Fig. 1, this is a recursive process
where, for example, the discovery of new evidence may lead to the generation
of new hypotheses or the modification of the existing ones which, in turn, may
lead to the discovery of new evidence.

Alternative Hypotheses Probability of Hypotheses

What evidence
would be observable
if the hypothesis
were true?

What hypotheses
would explain this
observation/evidence?

What are possible
answers to this

) What is the
question?

probability of
each hypothesis?

Observation or Question New Evidence
A\
Evidence (or question) in Hypotheses in Evidentiary assessment
search of hypotheses search of evidence of hypotheses
Abduction X Deduction U Induction
E = possibly H H = necessarily E E = probably H

Fig. 1. Evidence-based reasoning framework.

In addition to providing a general framework for evidence-based reasoning,
the computational theory also provides integrated computational models for es-
sential reasoning tasks: hypotheses generation (guided by intelligence questions
or evidence), evidence collection (driven by the generated hypotheses), and hy-
potheses assessment (based on the obtained evidence, through a combination of
logic and Baconian probabilities [19, 20] with Fuzzy qualifiers [21, 22]).

The integration of some of these models with the knowledge representation,
reasoning, and learning methods and modules of the Disciple learning agent
shell have led to the development of Disciple-EBR, the Disciple learning agent
shell for evidence-based reasoning [23]. The overall architecture of this shell
is shown in Fig. 2. The shell includes multiple modules for problem solving,
learning, evidence-based reasoning, mixed-initiative interaction, evidence man-
agement, and repository management. It also includes a hierarchically organized
knowledge base (KB) additionally structured into an ontology of concepts and
a set of general problem solving rules expressed with these concepts. At the top
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level of the hierarchy is the general knowledge base for evidence-based reasoning
(EBR KB), containing knowledge applicable to evidence-based reasoning in any
domain, including a general ontology of evidence, and general believability anal-
ysis patterns. Under the EBR KB and inheriting from it, are domain-specific
knowledge bases. Each such Domain KB contains knowledge on a specific EBR
domain (e.g., intelligence analysis) and the type of problems in that domain
(e.g., predictive analysis related to energy sources, or assessments related to the
current production of weapons of mass destruction by various actors). Under
each Domain KB there are several Scenario KBs, each corresponding to an in-
stance of a problem pattern from that domain, such as: “Assess whether the
United States will be a world leader in wind power within the next decade.”
This Scenario KB will contain specific knowledge about the United States, as
well as items of evidence to make the corresponding analysis. The actual anal-
ysis will be done by using this knowledge as well as more general knowledge
inherited from the corresponding Domain KB and from the EBR KB.

Knowledge Base Transactional Access |

Knowledge Management

Evidence Repository -|
Management Management f Shared EBR KB
Problem Ontology

=1 s al

Solving Develogmentq e e

. Ontology Rules
Pattern | |Rule Learning | /03\
Learning |& Refinement| | |

Domain KB |* * " Domain KB

Evidence- Mixed- T
1 based ' Initiative -

Reasoning Interaction Scenario KB+ * * Scenario KB

{ Graphical User Interface ‘

Asynchronous Message-Based Interaction

Fig. 2. The overall architecture of Disciple-EBR.

The Disciple-EBR shell can be customized to a specific EBR domain, by
possibly extending it with special interfaces and domain-specific modules, and
by training it on how to solve representative problems in that domain. This will
result in the population of the Domain KB with a domain-specific ontology and
with reasoning rules.

In the next section we introduce some of the EBR concepts that need to be
understood in order to use a cognitive assistant, illustrating them in the context
of a specific cognitive assistant, Cogent, that we have developed for intelligence
analysis.

3. Evidence-based Reasoning Concepts

We will illustrate how Cogent might have been used by an intelligence analyst
who was monitoring Aum Shinrikyo, a Japanese apocalyptic sect [24, 25]. As
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shown in Figure 3, the analysis starts with a situation of interest, such as “Aum
Shinrikyo”. For this situation, several intelligence questions are asked, such
as “Is Aum Shinrikyo a threat?” Then, for each intelligence question, several
answers are hypothesized, such as “Aum Shinrikyo has sarin-based weapons.”
Finally, each of these hypotheses is assessed, based on evidence. Notice also that
some of the words, such as Aum Shinrikyo, appear in blue and are underlined.
This is because they are part of Cogent’s knowledge base, and are recognized
by it.

The considered hypotheses are not required to be disjoint. For example, both
hypotheses from the bottom of Fig. 3 may be true at the same time since Aum
Shinrikyo may have both sarin-based weapons and botulinum-based weapons.
This is because, as will be discussed in the following, each of the considered
hypotheses is analyzed independently of one another. The probability of each
hypothesis depends only on the developed argumentation structure for that
hypothesis and the evaluation of the available evidence, as illustrated in Fig. 5.
Moreover, if there are disfavoring arguments and evidence, they must be made
explicit and indicated for each hypothesis in part. For the same reason, the
set of the considered hypotheses is not required to be complete either. At each
moment the analyst may formulate additional hypotheses, for example “Aum
Shinrikyo has nuclear weapons.” This will not change the probability of the other
hypotheses, nor will the probability of this hypothesis be changed because of
changes in the probabilities of the other hypotheses considered. These features
significantly facilitate hypotheses analysis in the context of a dynamic world
that is changing all the time, where new evidence may suggest the formulation
of additional hypotheses or the modification of the existing ones, as indicated
by the red and blue arrows from the bottom of Fig. 1.

Situation: Aum Shinrikyo

Is Aum Shinrikyo a threat? Whichis a target of Aum Shinrikyo?
N

Aum Shinrikya has sarin-hased weapons ~ Aum Shinrikya has hotulinum-based weapons

Fig. 3. Hypotheses as possible answers to intelligence questions.

Hypothesis assessment is necessarily probabilistic in nature because, as al-
ready noticed, our evidence is always incomplete, usually inconclusive, fre-
quently ambiguous, commonly dissonant, and with various degrees of believ-
ability [1, 2]. Unfortunately, none of the probability systems known to us can
optimally cope with all these features. Table 1, for instance, shows the most
well-known non-enumerative probability systems and which of the above fea-
tures are best dealt with. For example, only the Baconian system [19, 20] can
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account for the incompleteness of the coverage of evidence, but it cannot cope
with the ambiguities or imprecision in evidence. On the other hand, the Be-
lief Functions [26] and the Fuzzy system [21, 22] can optimally cope with the
ambiguity of evidence, while a Subjective Bayesian [1] has difficulties with it.
What Table 1 suggests is that an approach that combines or allows different
probability views may deal with all the five characteristics of evidence. This
is the approach taken by the computational theory of evidence-based reasoning
and Cogent, which uses a probability system that integrates elements of the
Baconain and Fuzzy systems, within a Wigmorean probabilistic inference net-
work [1]. This was possible because of the use of similar min/max probability
combination rules by the Baconian and the Fuzzy systems ([1, p.255, p.266],
[19, pp.167-187], [21, pp.340-341]). These rules are also much simpler than the
Bayesian probability combination rules, which is important for the understand-
ability of the agent’s reasoning.

Table 1. Non-enumerative probability systems and what
they best capture

characteristic | Bayes | Functions | Bconian |Fuzzy
Incompleteness 2
Inconclusiveness | | | |

Ambiguities | %]

Dissonance | V1 +1 |
Source believability 4| [

There is also the issue of using a numerical probability scale, which is re-
quired by a Bayesian view, as opposed to a symbolic scale required by a Fuzzy
view. While a numerical probability is much more precise, it is not at all clear
how a user would be able to defend his or her subjective assessment that, for
instance, the probability of the hypothesis H;, is exactly 77%. Such precise as-
sessments would necessarily lead to variations in the assessment of probabilities
by different users, which would impede their collaboration. Because words are
less precise than numbers, there will often be less disagreement about a verbal
or fuzzy probability.

Starting from such considerations, we have defined an intuitive and easy to
use system of Baconian probabilities [19, 20] with Fuzzy qualifiers [21, 22]. This
symbolic probability system may be used with different assessment scales, such
as the following one:

lack of support(LS) < likely(L) < very likely(VL) < almost certain(AC) <
<certain(C)

In this scale, there may be a “lack of support (LS)” from the available
evidence to the considered hypothesis, or the evidence may indicate some level
of support, such as “very likely (VL)”. Each symbolic probability value (e.g.,
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“very likely”) is abbreviated (“VL”) in the Cogent analysis whiteboard in order
to reduce space usage and facilitate the visualization of larger argumentations.

3.1. Evidence-based Hypothesis Assessment

One can directly assess a hypothesis based on an item of evidence by assess-
ing the credentials of this item of evidence, as illustrated in the left-hand side
of Fig. 4, and explained in the following.

First the analyst assesses the believability of the item of evidence by an-
swering the question, “What is the probability that what this item of evidence
is telling us is true?” Let us assess this as “almost certain (AC)”, as shown at
the bottom-left of Fig. 4. Next the analyst assesses the relevance of the item
of evidence to the hypothesis by answering the question, “What would be the
probability of the hypothesis if this item of evidence were true?” That is, assum-
ing that “Chemicals of the purity required for sarin-based weapons are readily
accessible at low visibility for plausibly legitimate business purposes,” what is
the probability that “It is safe [i.e., not suspicious| for a legitimate chemical
business, such as that of Aum Shinrikyo, to acquire chemicals for sarin-based
weapons?” Let us assess this as very likely (VL). The minimum of these an-
swers (i.e., very likely) is the inferential force of this item of evidence on the
hypothesis.

very likely (VL) 4Probabi|ity of hypothesis] very likely (VL)
Hypothesis: It is safe fora Hypothesisl

legitimate chemical business, such almost certain (AC) likely (L)

as that of Aum Shinrikyo, to acquire
chemicals for sarin-based weapons
very likely (VL)
| Inferential force very likely very likely

_ (VL) (VL)
very likely (VL}

almost certain likely
_I Believability (AQ) (L
almost certain (AC)

Evidence : Chemicals of the purity almost certain (AC) likely (L)
required for sarin-based weapons Evidencel Evidence3

are readily accessible at low visibility
for plausibly legitimate business
purposes (Japanese regulations)

almost certain (AC) very likely (VL)
Evidence2 Evidenced

Fig. 4. Hypothesis assessment based on the credentials of evidence.

In general, there may be several items of evidence that are relevant to a
given hypothesis, some favoring it and some disfavoring it, and each with a
specific believability, relevance, and inferential force. The right-hand side of
Fig. 4 illustrates a situation where there are two items of evidence favoring
Hypothesisl (Evidencel and Evidence2), and two items of evidence disfavoring
it (Evidence3 and Evidence4). The analyst needs to assess the believability and
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relevance of each of the two favoring items of evidence. Then Cogent computes
their individual inferential force, and takes their maximum as the combined
inferential force of the favoring evidence (i.e., almost certain). The combined
inferential force of the disfavoring evidence is determined in a similar way as
likely. Finally, Cogent determines the inferential force of all the evidence by
employing an on balance function [11], concluding either some level of support
for the hypothesis (if the force of the favoring evidence is greater than that of
the disfavoring evidence), or lack of support otherwise.

3.2. Assessing Complex Hypotheses

The previous section presented a simple way of directly assessing a hypothe-
sis based on evidence. This works well when it is easy to assess the relevance of
the evidence to the hypothesis. But it does not work well for a complex hypoth-
esis, such as “Aum Shinrikyo has sarin-based weapons’ from the bottom-left of
Fig. 3.

One question is, How confident would you be in assessing the relevance of an
item of evidence to a complex hypothesis? For example, how confident would
you be in assessing the relevance of the item of evidence from the bottom-left
of Fig. 4 (i.e., “Chemicals of the purity required for sarin-based weapons are
readily accessible at low visibility for plausibly legitimate business purposes”) to
the hypothesis “Aum Shinrikyo has sarin-based weapons’? If you would know
that this item of evidence is true, would you be able to assess the probability
of the hypothesis “Aum Shinrikyo has sarin-based weapons’? Probably not,
because there are other factors to consider, such as the availability of funds and
expertise, or even the possibility of buying sarin-based weapons on the black
market. Depending of these ignored factors, the probability of the hypothesis
may take different values. And there is an additional question, How can you
find evidence to assess such complex hypotheses?

Solutions to both these difficulties are provided by the computational the-
ory and by Cogent, which guide the analyst in developing an argumentation
structure that successively reduces a complex hypothesis to simpler and simpler
hypotheses, down to the level of very simple hypotheses, such as that from the
top-left of Fig. 4. Then the analyst has to search for evidence that is relevant to
these very simple hypotheses, and to assess their believability and relevance, as
was illustrated in the previous section. Once this is done, Cogent automatically
composes these assessments, from bottom-up, based on the logic embedded in
the argumentation, finally assessing the probability of the top-level hypothesis.

The next section presents the structure of the argumentation in the compu-
tational theory and in Cogent.

3.3. Argumentation Structure

Figure 5 shows an example of an argumentation for the hypothesis “Aum
Shinrikyo has sarin-based weapons.” This is a type of Wigmorean logic and
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probabilistic inference network, where the top-level hypothesis is successively
decomposed into simpler and simpler hypotheses [1, 2, 17, 18].

Notice that only the top-level hypothesis is completely specified, while the
sub-hypotheses are abstracted, and are understood in the context of their upper
level hypotheses. For example, “develops sarin-based weapons’ is understood
as “Aum Shinrikyo develops sarin-based weapons.” Similarly, “production ma-
terial” is understood as “Aum Shinrikyo has production material to develop
sarin-based weapons.” Also, “legitimate business” is understood as “Aum Shin-
rikyo has a legitimate business for acquiring production material to develop
sarin-based weapons.” The use of context-dependent hypotheses enables a very
succinct representation of an argumentation, helping the analyst to visualize a
larger portion of it in the Cogent whiteboard.

VL
Aum Shinrikyo has sarin-based weapons
VL
c /E\ c
v~ T
develops sarin-based weapons buys sarin-based weapons
VL VL AC
VL VL c
AC AC
funds no seller
AC VL AC
expertise production material funds
VL
AC
AC WL
legitimate business safe acquisition
AC VL
c w
AC AC
El Chemical business E2 Chemicals acquisition

Fig. 5. Argumentation structure.
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The top-level hypothesis is assessed considering both favoring arguments
(under the left, green square) and disfavoring arguments (under the right, pink
square). There may be one argument of each type, several, or none. Each
argument reduces the top-hypothesis to simpler hypotheses for which favoring
and disfavoring arguments are again considered.

For example, there are two favoring arguments and no disfavoring argument
for the top hypothesis “Aum Shinrikyo has sarin-based weapons’, the first one
being: “It is certain (C) that Aum Shinrikyo has sarin-based weapons if it devel-
ops sarin-based weapons”, where certain (C) is the relevance of this argument.

Further down in the argumentation: “It is very likely (VL) that Aum Shin-
rikyo develops sarin-based weapons if it has expertise, production material, and
funds.” And further down: “It is almost certain (AC) that Aum Shinrikyo has
production material for sarin-based weapons if it has a legitimate business for
acquiring the production material, and it is safe for this business to acquire it.”

Now it should be quite easy to search for evidence that is relevant to these
simpler hypotheses (i.e., “legitimate business” and “safe acquisition”). For ex-
ample, it would be enough to check whether Aum has created any legitimate
business that uses the production material needed for sarin-based weapons. One
may easily discover that it has, in fact, created two dummy chemical compa-
nies, Beck and Belle Epoc, — both run by Niimi — under Hasegawa Chemical,
an already existing Aum shell company [24]. Similarly, one may easily find evi-
dence for the hypothesis that it is safe for a legitimate chemical business, such
as those of Aum Shinrikyo, to acquire chemicals for sarin-based weapons, by
simply checking the Japanese regulations on the buying of chemicals.

Thus, the reduction of complex hypotheses (such as “Aum Shinrikyo has
sarin-based weapons”) to simpler ones (e.g., “legitimate business” and “safe
acquisition”), guides the analyst to collect relevant evidence. Once the evidence
is found, the probabilities of the simplest hypotheses can be determined, as
discussed in the previous sections. Then the probabilities of the upper-level
hypotheses are automatically assessed, based on their favoring and disfavoring
arguments, since each subhypothesis in an argument will have a probability, and
the entire argument will have a relevance.

When there is no evidence relevant to a given subhypothesis, the analyst
may make an assumption with respect to its probability. When new items of
evidence are added to the argumentation, and their believability and relevance
are assessed, the probabilities of all the hypotheses are automatically updated.
The same kind of automatic updating takes place when the assessment of any
item of evidence is changed.

3.4. Deeper Believability Analysis

The previous sections have discussed the process of evidence-based hypoth-
esis assessment where the analyst directly assesses the believability of each item
of evidence. However, if the probability of the top-level hypothesis changes with
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the believability of an item of evidence, then that item is key evidence, and its
believability has to be more carefully assessed.

As discussed in Section 2, the knowledge base of Cogent include a general
ontology of evidence, a fragment of which is shown in Fig. 6. For each evidence
type in this ontology there is a general pattern for assessing its believability
based on lower-level credentials, as established in the computational theory
of intelligence analysis [2]. Thus, when a deeper, more detailed believability
analysis is needed, Cogent can generate the corresponding Wigmorean network.

evidence

testimonial
evidence

real tangible demonstrative
evidence tangible evidence

equivocal
testimonial evidence

testimonial
evidence based
on opinion

unequivocal testimonial -
evidence obtained at completely equivocal
second hand testimonial evidence

Fig. 6. Fragment of the ontology of evidence.

unequivocal testimonial

probabilistically
equivocal testimonial
evidence

evidence based upon
direct observation ‘

Figure 7, for example, shows the argument pattern for assessing the believ-
ability of demonstrative tangible evidence.

Demonstrative tangible evidence is a representation or illustration of a thing,
such as a diagram, map, scale model, or sensor image. It has three believability
attributes: (1) authenticity (Is this representation or illustration of a thing what
it is claimed to be?), (2) accuracy (If the tangible item was produced by a sensing
device or a person, how accurate was this representation or illustration?), and
(3) reliability (If the tangible item was produced by a sensing device of some
sort, how reliable was this device and the processes used to display the results?).

Figure 8 shows the argument pattern for assessing the believability of proba-
bilistically equivocal testimonial evidence provided by a certain actor (or source).
Asked whether event E occurred, the actor might say: “I’'m almost certain that
E occurred.” In this case, “almost certain” is the actor’s own assessment of his
or her believability. But how to assess his or her believability?
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[demonstrative tangible evidence]

A

[authenticity [accuracy [reliability]

Fig. 7. Pattern for assessing the believability of
demonstrative tangible evidence.

[probabilistically equivocal testimonial

evidence]
NS
[actor]
[competence] [credibility]
C
[access] [understandability] [veracity’ [objectivity] [observational sensitivity]

Fig. 8. Pattern for assessing the believability of probabilistically equivocal
testimonial evidence.
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As shown in the pattern from Fig. 8, the actor’s believability depends on
the actor’s competence and credibility. The first question to ask related to com-
petence is whether this actor actually made the observation he or she claims
to have made or had access to the reported information. The second compe-
tence question concerns whether this actor understood what was being observed
well enough to provide us with an intelligible account of what was observed.
Thus competence involves access and understandability. Assessments of human
source credibility require consideration of entirely different attributes: wveracity
(or truthfulness), objectivity, and observational sensitivity under the conditions
of observation. Here is an account of why these are the major attributes of
testimonial credibility. First, is this actor telling us about an event he or she
believes to have occurred? This actor would be untruthful if he or she did not
believe the reported event actually occurred. So, this question involves the ac-
tor’s veracity. The second question involves the actor’s objectivity. The question
is, did this actor base a belief on sensory evidence received during an observa-
tion, or did this actor believe the reported event occurred either because this
actor expected or wished it to occur? An objective observer is one who bases
a belief on the sensory evidence instead of desires or expectations. Finally, if
the actor did base a belief on sensory evidence, how good was this evidence?
This involves information about the actor’s relevant sensory capabilities and the
conditions under which a relevant observation was made.

4. A Sample Session with Cogent

Having presented the evidence-based reasoning concepts, this section illus-
trates a sample session with the current version of Cogent, to provide an intuitive
understanding of its use by a typical analyst.

4.1. Starting the Analysis

The analyst starts by defining, in natural language, the situation of interest,
the intelligence question(s), and the alternative hypotheses, as was illustrated
in Fig. 3. While editing a statement, the analyst may select a phrase (e.g.,
sarin-based weapons) and ask Cogent to introduce it into its knowledge base
as a new entity. In general, entities in a hypothesis are those phrases that
can be replaced with other phrases to obtain similar hypotheses. Consider, for
example, the hypothesis “Aum Shinrikyo has sarin-based weapons.” One may
replace Aum Shinrikyo and sarin-based weapons with Al Qaeda and botulinum-
based weapons, respectively, to obtain a similar hypothesis: “Al Qaeda has
botulinum-based weapons.” When the analyst starts typing a word, Cogent
proposes its completion with known entities.

Recognizing entities enables Cogent to learn and reuse both hypotheses pat-
terns from specific hypotheses, such as “[actor] has [weapon],” and argument
patterns from specific arguments, as will be discussed in Section 4.3.
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4.2. Developing the Argumentation

Once a top-level hypothesis is defined, the analyst interacts with Cogent to
develop an argumentation like that from Fig. 5, through easy operations, for
example by dragging and dropping building blocks from the Argument assistant

under, above, or next to existing hyp

otheses, and by updating them. Then the

analyst looks for evidence and attaches it to the corresponding hypotheses. This

process is illustrated in Fig. 9.

LS
Bum Shinrkyn hes sainbased weapons
Ls

C C
ns
davalaps sarn-basad weapors
WL
2
WL
ac”
Funds

;5-"_"
E>_ﬂ’

AC
axpates

AC

producdon matertzl Furds
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Fig. 9. Creating and attaching

an item of evidence to a hypothesis.
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The analyst selects a paragraph from a document which represents favoring
evidence for the “legitimate business” hypothesis. Then it drags and drops it
on the left (green) square under the hypothesis. Similarly, disfavoring evidence
is dropped on the right (pink) square. As a result, Cogent automatically defines
the item of evidence in the Evidence assistant (see the upper right side of Fig.
9), and attaches it to the hypothesis (see the bottom left side of Fig. 9). The
automatically generated evidence name in the Evidence assistant is selected in
case the analyst desires to replace it with a more suggestive one. Notice that
the believability and relevance of the newly created item of evidence are NS
(Not Set). Once the analyst assesses them, Cogent automatically assesses the
probability of the elementary hypothesis and of the upper-level ones, based on
the defined structure of the argumentation, as was previously discussed.

While argument development may seem a laborious process, it is greatly
facilitated by the reuse of learned patterns, as will be discussed in the next
section.

4.3. Pattern Learning and Reuse

Once the analysis is completed, the analyst may wish to request Cogent to
learn hypotheses and argument patterns to be reused in future analyses. This
is done by simply right-clicking on a hypothesis, such as “Aum Shinrikyo has
sarin-based weapons” from the top of Fig. 5, and selecting “Learn.” As a re-
sult, Cogent learns both a hypothesis pattern (“[actor] has [weapon]”), and two
argument patterns (one for each of the two favoring arguments), as illustrated
in Fig. 10.

The patterns are obtained by using Cogent’s ontology as a generalization
hierarchy, where individual entities from the analysis in Fig. 5 (e.g., sarin-
based weapons) are replaced with more general concepts from the ontology [23].
The analyst may change the pattern in the Learning assistant by clicking on a
concept (e.g., [weapon]) and selecting another concept (e.g., [WMD]) from a list
presented by Cogent. Cogent maintains the example from which each pattern
has been learned, and will use it to refine the pattern when new examples are
encountered (e.g., when the pattern is reused). Patterns are a special type of
rules that are not automatically applied by Cogent. To reuse a learned pattern,
the analyst simply drags it from the Argument assistant, and drops it on a
question or a hypothesis.

5. Cognitive Assistance

The computational theory of evidence-based reasoning embedded into Co-
gent guides the user through a systematic analysis process that synergistically
integrates the user’s imaginative reasoning and expertise with the agent’s critical
reasoning. For example, the user imagines the questions to ask and hypothe-
sizes possible answers. Cogent helps with developing the arguments by reusing
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previously learned patterns, and guides the evidence collection by the user.
The user assesses the believability and relevance of the evidence, and Cogent
determines its inferential force and the probabilities of the hypotheses. The
jointly-developed analysis makes very clear the argumentation logic, what evi-
dence was used and how, what is not known, and what assumptions have been
made. It can be shared with other users, subjected to critical analysis, and cor-
respondingly improved. As a result, this systematic and theoretically justified
process leads to the development of defensible and persuasive conclusions.

[actor] has [weapon] [ackor] has [weapon
Cc Cc
develops [weapon buys [weapon

[t‘l VL EI Iic
VL / \

Funds no seller

expertise production material Funds
AC
legitimate business safe acquisition

Fig. 10. Learned patterns.

Cogent also enable rapid analysis, not only through the reuse of patterns,
but also through a drill-down process where a hypothesis may be decomposed
to different levels of detail, depending on the available time. It facilitates the
analysis of what-if scenarios, where the user may make various assumptions and
the assistant automatically determines their influence on the analytic conclusion.
The assistant also makes possible the rapid updating of the analysis based on
new evidence and assumptions.
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Intelligence Alternative hypotheses Probabilities of hypotheses
Analysis
Evidence insearth Hypotheses in Evidentiary tests
of hypotheses search-af evidence of hypotheses
Evidence New evidence
Natural Possible hypotheses or explanations Revised theory
Evidence insearch Hypatheses in Evidentiary tests
of hypotheses search-of evidence of twpotheses
Observations of events in nature New observable phenomena
Medicine Possible illnesses Probahilities of illnesses
Evidence insearch Hypotheses in Evidentiary tests
of hypotheses search-af evidence of hypotheses
Patient's complaints Test results
Law Possible charges or complaints Probabilities of charges

Evidence jnséarch Hypotheses in Evidentiary tests
ymheso; searchof evidence of hypotheses

Observations during fact investigation New evidence

Forensics Possible causes Probabilities of causes
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Evidence in'search Hypatheses in Evidentiary tests
of hypotheses searchof evidence of hypatheses

Observations at the site of incident New evidence
Cybersecurity  Threat and nonthreat hypotheses Probabilities of hypotheses
Evidence in search erpo‘lhuses in Evidentiary tests
of hypbtheses search-of evidence of hypotheses
Evidence of suspicious activity New evidence

Fig. 11. Evidence-based reasoning everywhere.
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6. Conclusion

This paper has overviewed research on developing a computational theory
of evidence-based reasoning and on its integration within the Disciple learning
agents theory, methodology, and tools for the development of cognitive assis-
tants. Although the presentation was done in the context of a cognitive assistant
for intelligence analysis, the obtained results are applicable in many other do-
mains, including natural science, medicine, law, forensics, and cybersecurity, as
shown in Fig. 11.

For example, in natural science education, a cognitive assistant may facili-
tate inquiry-based teaching and learning, engaging students in understanding,
extending, creating, critiquing, and debating evidence-based scientific argumen-
tations in real-life scientific investigations, giving the students opportunities
to exercise imagination and creativity, and develop critical scientific practices,
particularly: asking questions; constructing explanations; engaging in argument
from evidence; and obtaining, evaluating, and communicating explanations [27,
p.3]. Also, in cybersecurity, a Cogent-like agent [28] may be integrated into a
Cybersecurity Operations Center (CSOC) to automate the investigation of in-
trusion alerts from a variety of intrusion detection devices, integrating multiple
detection techniques with automated network forensics, to significantly increase
the probability of accurately detecting intrusion activity while drastically re-
ducing the workload of the CSOC operators.
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