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Abstract. In the digital era preserving the privacy of confidential information is the
crucial issue in authentication and secret communication. Cryptography, steganography, data
anonymization are few techniques used to preserve the information. Steganography is the
process of hiding information into other non-secret sources of information like text, image or
audio, so that secret information is not visible to the naked eye. This paper proposes a novel
Prime Number Based Embedding (PNBE) approach for efficient data hiding to encode the
data in images without any visual distortion. This approach proposes a novel scheme for iden-
tifying the embedding location of the data in the image and PNBE algorithm for the encoding
and decoding of messages. The proposed approach is demonstrated with benchmark images.
The data encoding capacity and quality are tested on different sized images. Experimental
results show better hiding capacity in terms of bytes ranging from 6,327 to 12,448 based on
the size of the image. The quality of the image is described as Peak to Signal Noise Ratio
(PSNR), which computes the quality difference between original and compressed images.
The efficiency of the proposed approach is demonstrated using PSNR with higher values. It is
observed from the results that the proposed approach outperforms the existing ones in terms
of embedding capacity and quality of the images.
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1. Introduction

Image processing in the fields of electrical engineering and computer science and engineer-
ing is applied to perform specific operations on images in order to extract the information or to
enhance the images. This is a kind of signal processing where the input is an image or set of
images, such as a photograph or video frame, where the output can be either an image or a set
of attributes retrieved from the input image. Images are used as carrier signal to carry the secret
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information during transmission and storage. With the invent of networks and advanced data pro-
cessing techniques, there are several ways of hiding information namely covert channels, hidden
text within web pages, hiding files in plain sight, null ciphers [4]. Cryptography is the science
of encoding the intelligent message into unintelligent and unreadable form. It offers the services
necessary for secure communication namely privacy, confidentiality, key exchange, authentica-
tion, and non-repudiation [12]. But cryptography does not always ensure safe communication,
since it reveals the presence of information to be secured.

Steganography is the science of hiding information. The objective of cryptography is to make
data unreadable by scrambling it in order to secure it, whereas the purpose of steganography is
to conceal the literal presence of the data from a third party. Steganography is an art where the
receiver doubts the presence of the message since it is not revealed. The term steganography
has the Greek origin and refers to "concealed writing”, from the Greek words steganos referring
“covered or protected”, and graphei meaning “writing” [17]. The advantage of steganography
over cryptography is that messages do not attract attention to others, since their presence is not
known to the third party. There are different approaches available as steganographic techniques
that enable us to hide the data. Some of the popular steganographic techniques are physical
steganography, digital steganography, network steganography, printed steganography and text
steganography [12]. In this context, the carrier is the image in which the data will be hidden
via encoding resulting in a stego image. The resultant image will, of course be the same type of
file as the carrier. The cover medium will usually be image or audio files.This paper focuses on
images as carriers and hereafter will be referred to as cover image or stego image.

Authors’ contribution towards the data hiding are:

1. Message to be communicated in a secret manner is embedded in a cover image such that
no one, except the sender and intended receiver could see it.

2. A new Prime Number Based Embedding (PNBE) approach was designed to identify the
location in the image to store the secret message and to retrieve it by the intended receiver.
By this novel technique, the capacity of the encoded data in the image is enhanced without
compromising the quality of the image.

3. Elaborate experiments were conducted to evaluate the performance of the proposed PNBE
technique and whose performance was observed to be better than the existing work.

This paper is organized as follows: Section 2 discusses on various data hiding techniques
with similar and relevant literature, Section 3 describes the proposed PNBE technique, Section
4 presents the experiments and results with the corresponding discussion, whereas Section 5
concludes the paper.

2. Literature Survey

The paper [1] divides the image into multiple hierarchies. The signatures at the lower levels
of hierarchy guarantee the accuracy to tamper localization and signatures at higher level blocks
offer higher resistance to vector quantization attacks. Using hierarchical scheme is more benefi-
cial than the other schemes that use watermarking, since the entire image is used for computing
the signature that handles the counterfeit attack.
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Several approaches related to data modeling are used in several applications [21], [22]. One
such work was reported in [23] using cognition process based on human knowledge. Pattern
based and signature based approaches are used for the modelling.

A hybrid approach named multilevel reversible data hiding was proposed in [2], where the
peak point of a difference image is integrated with a multilevel hiding strategy. The approach
provides large data hiding capacity along with reversibility by finding a trade-off between data
hiding capacity and image distortion. The authors reported that their scheme of data hiding had
provided good hiding capacity by keeping the distortion low.

A data hiding scheme is proposed as lossless data hiding scheme in [3], where a message is
encoded without losses into a cover image. As per this scheme, variations in the 3 consecutive
pixels are computed for this purpose. When large number of pixel pairs are with variations, an
absolute difference between a pair of pixels is chosen to encode the message in the cover image.
To embed a binary bit ’1” or ”’0”, the chosen difference is incremented by 1 or remain unchanged.
In addition, this approach was used on different smooth to complex images.

The LBP algorithm [4] is a texture classification pattern for transparently and securely hiding
data. LBP was mostly used in applications such as texture classification, image retrieval, facial
recognition etc. Local Binary Pattern (LBP) is a kind of feature used for classification where
this method labels the pixels of an image by thresholding the surroundings of each pixel and
computes a binary number. Then the binomial weights are computed by a XOR operation with
the binary number to obtain the LBP operator value. The embeddable capacity is 38328 bits of
data for 256*256 sized images.

In local edge sensing prediction [6], combinational weight factor has been used by predict-
ing interpolation errors in the surrounding pixels. Better de-correlation is obtained through their
approach that estimates the difference image. To minimize the cost function, the approach ma-
nipulates the surrounding samples and observed to provide better estimation even for a small
disturbance.

An approach named high capacity reversible data hiding scheme was proposed in [7], to
enhance the embedding capacity and uses multiple base lossless method using JPEG-LS pixel
value prediction. This method reduces the distortion made by the secret data embedding. Usually,
the prediction error value will be less in smooth areas when compared to be in boundaries, and
hence when secret data embedded in smooth areas achieves better stego image quality. This
approach can embed more secret data maintaining the quality of the stego image.

A steganalytic approach was used in reliable detection of LSB in [8], where the presence of
the encoded messages is detected. The authors have also observed and reported the maximum
size of the message that can be embedded in a cover image.

In data embedding, a scheme based on VQ joint neighboring coding [20] has offered a trade-
off between the encoding message capacity and the final stegano image. The cover image is
converted by VQ and becomes a VQ image. The message to be hidden is then embedded into the
index table of VQ with respect to the index variations. The authors observed that their scheme
has achieved higher PSNR and a higher capacity in data hiding.

An approach called Sample Pair Analysis [10] was used to identify (LSB) steganography in
images. With relatively good accuracy, the size of the encoded message can be retrieved from
the LSB of signal samples. This approach was built on statistical estimates of pairs which are
sensitive to least significant bit schemes. Advanced LBP has been used in a similar approach
reported in [11].

Without any distortion to the cover images, large capacity of data can be hidden by the scheme
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reported as robust and secured image-adaptive data hiding [12]. This approach uses image adap-
tive energy thresholding technique to embed the data into the cover image, which has the ability
to handle the attacks that are either intentional or unintentional namely filtering, compression
and Additive White Gaussian Noise (AWGN). It was observed that their approach has given
good quality of the stego image when compared to STOOL, COX, CDMA and SEC approaches.

A review of developments in data embedding and watermarking for audio, image, and video
was reported [13]. Audio, video and image data-embedding techniques based on implicit and ex-
plicit masking were reviewed. The embedded data are basically inaudible or invisible to maintain
the quality of the cover media.

The F5 algorithm [14] was introduced to handle the security problem when encoding data
into a JPEG image. The F5 algorithm provides high steganographic capacity whose main advan-
tage is it uses an approach based on matrix encoding to enhance the efficiency of encoding. But
the F5 algorithm cannot preserve the shape of jpeg image where it can prevent both visual and
statistical attacks. For an image sized 256*173 the embeddable capacity is 1855 bytes of data.

Gray scale images are found to be the suitable images to hide data for steganographic ap-
proaches [15] since they offer the better hiding capacity and good quality stego images. Non-
malicious attacks are better handled by the approach used in lossless robust data hiding scheme.

A data hiding scheme based on Pattern Substitution (PS) was proposed in [17], where the
method accumulates the occurrence frequency of various patterns and uses PS for data embed-
ding. During the retrieving phase undistorted cover image is reconstructed by reversing the
pixels. The PSNR remains at 40 dB irrespective of the size of the data hidden.

Histogram of the pixel differences was applied in Adjacent Pixel Difference (APD) in [18],
based upon the differences in pixel and shifting pixel values. APD is observed to be easy to
implement and offers better data hiding capacity without sacrificing quality of stego image and
also reported with a PSNR of 48.13 dB.

Data embedding in JPEG images was proposed in [19] using a improved adaptive LSB
steganography technique. The visual distortion of the stego image was reduced by shuffling the
bit order of the data to be embedded. Logistic maps were used for the shuffling the bits of the
data, the optimal parameters for the logistic maps are identified using Genetic algorithm. The
major drawback reported was the poor security of the embedded message.

In compression and data lossless information hiding [20], it was attempted to bring the
embedded image as close to the actual image so that the data hiding is not visible to naked eye.
A balance is arrived between the code stream and capacity of data hidden. This approach excels
other schemes in terms of data hiding capacity and bit rate.

One prominent drawback of all image data hiding methods is that the cover image is in-
evitably distorted, even by the presence of small quantity of noise due to data embedding. In the
existing techniques surveyed it is observed that the embedding capacity and quality of the image
shall be still more improved to encode data in the cover image. The motivation of the proposed
work is to improve the capacity of data embedded in the image and to maintain the quality of the
image for which a novel PNBE technique is proposed.

3. Proposed Methodology

An efficient system for data hiding to communicate the messages in a secured manner is
proposed. The capacity of the data encoded in the image is enhanced without compromising
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the quality of the image. The proposed data hiding scheme, namely Prime Number Based Em-
bedding (PNBE), is comprised of encoding and decoding phases. During encoding, the secret
message is encoded in an image and the intended receiver extracts the message using decoding
algorithm.

3.1. Design strategy

Fig. 1 shows the proposed architecture of the PNBE approach. The stego image is generated
by encoding the secret message into the carrier image. PNBE decoding algorithm extracts the
hidden message from the stego image.

Prime Number Prime Number
Based Message

Decoding

D Emezsdet;’ing T p >
—) e -

Message

X Message should not be
readable to an

aggressor

Carrier

Fig. 1. Proposed architecture.

The carrier image is divided into 9 components as shown in Fig. 2. The center pixel is
computed and the 8 neighbors of the center pixel of the carrier image are designated as Group
G5 as shown in Figure 2. An embedding code that helps in encoding and decoding the secret
message into the carrier image is used and stored in G5. The group G5 has 9 pixels which
are referred to as G51, G52, G53,..., G59. The location G51 is having the embedding code for
the group G1, group G52 will have the embedding code for G2 and so on (shown in blue arcs
emerging out of G5 in Fig. 2).

The message is encoded as per the steps given in Algorithm 1 and the encoded message
is stored in G1 to G9 except G5. During decoding the original message is extracted from the
encoded message as described in Algorithm 2.

3.2. PNBE based message encoding

As specified in Algorithm 1, a matrix of embedding code is generated with prime numbers
and stored in G5 part of the image. The secret message is converted into ASCII and then the
same is converted into binary before it is to be encoded in the carrier image. If the embedding
code from the matrix is say 2 and the binary digit of secret message is 1 then the pixel in the
corresponding G is either incremented or decremented, so that the updated pixel value is divisible
by the prime number 2. The binary bit to be embedded in the carrier image is O then repeat the
same operation by incrementing or decrementing the pixel value so that the pixel value is not
divisible by the prime number of the embedding matrix.

This process is repeated on all the groups of the carrier image and finally the image generated
will be a stego image that is sent to the other end. Hence the proposed PNBE algorithm securely
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Fig. 2. Grouping of carrier image for efficient encoding.

hides the secret message into the carrier image before the data communication. The stego image
generated after PNBE encoding could hide the message efficiently without compromising the
quality.

3.3. PNBE decoding

The PNBE decoding algorithm for extracting data from the steganography image is given in
Algorithm 2.

For the PNBE decoding, the stego image, Steglmg received from the sender will serve as
the input for the decoding algorithm from which the hidden message is extracted from this stego
Image as described in Algorithm 2. The center of the received image is identified, which is
surrounded by the embedding code as a matrix. The Steglmg is now divided into 9 groups into
Gl1 to G9 as in Fig. 2.

Binary bits from each group are taken and evaluated whether they are divisible by the em-
bedding code corresponding to that group. If the pixel is divisible by the embedding code, then
the binary bit of the secret message is 1 otherwise it is 0. This way the binary stream of secret
message is extracted from the Steglmg and are converted into ASCII code. The ASCII code is
now converted into the secrete message.

Consider an image of size 332 * 300 as shown in Figure 3a, as the carrier image for embed-
ding secret message. The center pixel of the image say (i, j) is chosen as the pivot. Here say, the
center pixel location is (166, 150). The following embedding code

NN DN
N W W
W NN

is stored in the 3*3 matrix surrounding the center of the image (166,150). Then the image is
divided into nine groups say the center G5 will be having the embedding code for the remain-
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Algorithm 1 : PNBE encoding algorithm

Input: Carrier Image: Img, Message: M
Output: Steganography image: Steglmg
Function PNBE Encoding:
C « Center (Img)

G5 - 3*3 Neighborhood matrix of C

Divide image into 9 different Groups (G1 to G9) as shown in Fig. 2.
Assign EmbeddingCode as prime numbers

foric [i-1,i i+1] do

forje [j-1, j, j+I1] and G€ [GI to G9] ¢ G5do
L G5 (i, j)=EmbeddingCode(G)

ASCIICodeys < Convert to ASCII (M)
BinaryCodey; < Convert to Binary (ASCI1Icodeyr)
for Ge [GI 1o G9] ¢ G5do
for E € EmbeddingCode [ (2,3,5,7,9...) ]do
if G (BinaryCodeys)== 1 then
| Increment or decrement G 5.1 {G % E =0} {G | G % E =0}
else if G (BinaryCodey;) == 0 then
| Increment or Decrement G s.t {G % E # 0}

Algorithm 2 : PNBE decoding algorithm

Input: Steganography image: Steglmg
Output: Extracted message: M
Function PNBE Decoding:
C < Center (Steglmg)
G5 ¢+ 3*3 Neighborhood matrix of C
Divide StegIlmg into 9 different Groups (G1 to G9) as shown in Figure 2.
Extract EmbeddingCode from G5
for ic[i-1, i, i+1]do
for je[j-1, j, j+1]and Ge€ [G] to G9] ¢ G5do
EmbeddedCode (G) = G5 (i, j)
if G % EmbeddedCode(G) == 0 then
| BinaryData = 1
else
| BinaryData = 0

ASCIICode < Convert to ASCII (BinaryData)
M < Convert (ASCIICode)
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ing eight groups. For instance, if the secret message is “FIND”, the ASCII value for the input
message is 70 73 78 68”. The ASCII is now represented as a 8 bit binary data, which will
be 71000110 1001001 1001110 1000100”. The binary data is next embedded into each group
by using the embed code, in the 3*3 matrix as specified in the embedding algorithm. Then the
stego image which contains the hidden message is obtained. The stego image with the hidden
message is sent to the other end of communication. At the other end, the secret message “"FIND”
is extracted from the received Steglmg.

4. Results and Discussion

The efficiency of the proposed PNBE scheme is evaluated by applying the algorithm on
different sized images and is compared with existing data hiding techniques. PNBE scheme is
evaluated on two different criteria namely;

1. Data encoding capacity
2. Peak-signal-to-noise-ratio (PSNR)
Data encoding capacity of the proposed PNBE scheme for an M * N image is computed using

M x N x N;
TU, (1)

where M and N are the width and height of the cover image, Ny is the number of unused bits.
Ny will take the value 16, by using 8 bits from group G5 according to Fig. 2, which have the
embedding code and the remaining 8 bits from the eight groups G1 to G9 one bit from each
group except GS5.

Peak-Signal-to-Noise-Ratio (PSNR) is used as a quality measure for obtaining the quality of
the given input image and obtained stego image. The quality of the image is high when the PSNR
value is high. The two steps involved in calculating PSNR values are described as follows, 1 and
2.

ECpnBE =

1. Calculating the Mean Square Error as given in (2).

MSEmage = (double(A) — double(B))?, 2

where A and B in (2) are the original carrier image and the stego image, respectively.

2. Computing the PSNR value using the M SEr,44¢ in terms of

2552

MSEImage ) (3)

PSNRValue =10 % lOglo

The proposed PNBE scheme is applied on Dog, House, Moon and Taj Mahal of 332 x 300,
256 x 256, 256 x 256 and 225 x 225 sized images. Figs. 3a and 3b show the the carrier image
before and after the encoding. The data hiding capacity achieved by the PNBE on Dog image is
12,448 bits. The LBP [4] technique on the same image has achieved capacity of about 7,820 bits
of data, which is approximately 4Kb less than the PNBE scheme. PNBE on the House image
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(a) Original image. (b) Stego image - capacity of 12,448 bits.
Fig. 3. Experimental results for Dog image of size 332*300

(a) Original image of size 256 *256 (b) Stego image - capacity of 65,520 bits.

Fig. 4. Experimental results for House image

Table 1. Capacity and quality evaluation for the proposed PNBE method

S. No. | Image Image size | Capacity | Quality

(Bits) (dB)

1 House 256 * 256 8190 49.94

2 Moon 256 * 256 8190 51.36

3 Dog 332 %300 12448 61.78

4 Taj Mahal | 225 * 225 6327 77.88
Carrier
Image
Stego
Image

Fig. 5. Experimental results of the test images obtained before and after message encoding.
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as shown in Fig. 4a offers the data capacity of about 65520 bits. Fig. 4b illustrates the result
obtained after the PNBE encoding.

Fig. 5 shows the carrier image and the stego images before and after encoding the hidden
message using the PNBE scheme proposed in this paper. Table 1 shows the varying capacity in
bits and quality in dB for the images which are listed in Fig. 5.

From the results obtained, it can be observed that the quality of the stego image generated by
our proposed PNBE technique is within 50 dB and 80 dB, where the average quality is found to
be 63.75 dB. With respect to the quantity of data, the PNBE scheme proposed in this paper has
the ability to encode an average of 10914 bytes in the carrier image.

The proposed PNBE scheme was next compared with the scehmes reported in [12] and [4]
on different carrier images as listed in Table 2. The comparison is based on both data hiding
capacity in bits per pixel and the PSNR in dB. The images are all of same size as 512 x 512. The
proposed scheme has the ability of encoding a maximum of 262128 bits per pixel of fixed capac-
ity, whereas the other two scehemes in Table 2 have not shown similar and lesser performance.

The difference in capacity between the proposed PNBE and [12] is in the range of 222053
bits to a maximum of 247968 bits, whereas the difference between the proposed PNBE and [4]
is about 76736 bits to a maximum of 247927 bits. This clearly shows the data hiding efficiency
of the PNBE scheme is better than the two other existing schemes compared here.

The maximum PSNR is obtained for the Bridge image with 51.24 dB which has been greater
than the other two schemes significantly. The average PSNR of the proposed sceheme is greater
than 50% than the average PSNR of 40.38% obtained by [12] and 38.22% by [4]. The proposed
PNBE scheme has performed better than the competing schemes with respect to capacity, without
compromising the quality of the stego image.

Table 2. Comparison of the results of Mali et al.’s approach [12], Varsaki et al.’s approach [4]
and the approach proposed in this paper.
Proposed Mali et al.’s [12] | Varsakietal’s [4]
Carrier Capacity | PSNR | Capacity | PSNR | Capacity | PSNR
Pepper 262128 | 50.01 14160 41.77 185392 | 36.93
Baboon 262128 | 51.06 40075 39.67 56528 | 39.06
Bridge 262128 | 51.24 35868 40.98 113880 | 38.02
Boat 262128 | 51.02 21063 41.08 168536 | 40.04
Couple 262128 | 51.06 23700 38.40 14201 | 37.06

5. Conclusions

A novel steganography approach expresed as a scheme has been proposed to secure the data
during transmission focusing on the Prime Number Based Embedding (PNBE) technique to hide
and retrieve the secret data. The proposed scheme based on PNBE has a maximum capacity
of about 2,62,128 bits of data hidden in the image sized 512 * 512. The proposed scheme is
able to embed large amount of data without any distortion in the image, whose quality in PSNR
is maintained above 50 dB. The applications of the approach suggested in htis paper include
image authentication, tamper proofing, and secret communications. Overall, it is hoped that the
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development of the approach will lead to the improvement of both capacity and quality of the
images. Future work shall be extended by making the proposed PNBE approach to work for
color images.
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