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Abstract. Root cause analysis (RCA) has the capability to uncover the underlying rea-
sons for anomalies and offers robust support for network systems recovery. However, one of
the most significant challenges in RCA is the difficulty in capturing and analyzing the fine-
grained human factors that trigger anomalies. To address this issue, this paper presents an
approach for correlating fine-grained events with key performance indicators (KPIs). Specif-
ically, in this approach, captured function events, treated as fine-grained human factors, are
analyzed with modified Petri Nets to determine the root cause of anomalies. The experimen-
tal results demonstrate that the proposed approach is highly effective in tracing fine-grained
human factors during RCA. Moreover, the F1-score in anomaly recognition can reach approx-
imately 0.79.

Key-words: Anomaly KPIs; fine-grained human factors; function event; root cause
analysis.

1. Introduction

Currently, many Internet companies deliver services online, where reliability is essential for
profitability. Veriflow surveyed 315 professionals, finding human factors as the main cause of
service anomalies [1]. Issues often take hours to report and resolve, representing a paradox in
which human errors are fixed manually.
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Fig. 1. Effects of different schemes in application scenarios.

To manage anomalies and ensure reliability, companies monitor KPIs, such as quality metrics
and request rates. OSSEFS [2] handles missing data. Incidents trigger cascading KPI abnormal-
ities, making root cause analysis (RCA) challenging. Papers [3] and [4] advance prediction and
cognition but omit human factors in RCA. Current solutions rarely analyze root causes; even the
paper [5], capable of RCA, neglects human elements.

In the scenario shown in Fig. 1, when the system slows down, compared to the traditional
method of investigating various KPIs, the RCA considering human factors tries to find human
factors that cause insufficient memory resources (e.g., someone performed an incorrect operation
at a certain time). It can be seen that an abnormal alarm can be handled by prohibiting improper
operations and rolling back the business, rather than adding hardware as soon as an anomaly
alarm occurs. Therefore, it is of great importance to take into account human factors for the
anomaly RCA. Even in systems that appear to be largely an IT infrastructure [6—8] rather than
a human, human factors are involved in the majority of anomalies. Obviously, the finer the
granularity, the more accurate the results RCA can achieve.

To date, very few studies have taken the initial step in RCA with human factors. The
reviewed studies collectively exhibit methodological commonalities and constraints in multi-
dimensional root cause analysis (RCA) frameworks, four principal approaches emerge from the
corpus: Multi-dimensional Metric Integration. All examined studies used composite analytical
architectures that combined heterogeneous data streams, including network performance metrics
and service log analytics. Various technical implementations are observed in all studies: feature
correlation matrices [9], risk-weighted prioritization algorithms [10], anomaly propagation graph
models [11], and generalized dependency mapping frameworks [12]. Furthermore, deep learning
models [13] have a very good guiding effect in predicting anomalies, but all take into account
human factors. None human factors data (e.g., operation logs, decision pathways), overlooking
team collaboration biases despite [9] mentioning “service systems,” thereby limiting analysis to
technical metrics.

Research conducted in [14-17] analyzes the relationship between KPIs and events. They
considered power-off and system refresh as external factors. If these factors are regarded as
human factors, they are coarse-grained. The analysis system does not know who performed
a specific operation at a specific time. Therefore, it is difficult to locate the root cause of the
actual human factor. In addition, Lan [18] proposed a method for system anomaly detection
by considering limited human operations. However, this method is only applicable to specific
scenarios because it needs to describe the dependence structure in a given dataset.

Thus, the challenges of RCA considering human factors can be listed as: 1) How to obtain
fine-grained human behaviors? 2) How can RCA effectively account for fine-grained human



An Approach for Considering Human Factors in Root Cause Analysis of Network Systems 31

Fine-grained Function Event data RCA
% === 1

,,,,,,,,,, Time ————————__ Time| —___ ————a
_' } (- } " - } i 1
Anomaly | stamp Anomaly ) stamp | Anomaly |
e Y, | Discovery | Location 1"} Association } ‘outpuL
Lo ____ | 1 L B };}

%
-
o

T
|
o
i
|
I
i

| e ——
Input data Historical

anomaly records

Fig. 2. Proposed framework for considering fine-grained human factors.

factors?

The following solves these two challenges. For the first challenge, the function event is con-
sidered a fine-grained human factor. The term “function event” refers to an occurrence triggered
by specific operations, such as system login, data input, or data output. Building upon previous
work [19], a method named STAFF was designed and evaluated to capture and utilize these func-
tion events. For the second challenge, a modified Petri net is used as a tool to perform anomaly
RCA and further improve the RCA against the performance degradation caused by fine-grained
human factors.

In summary, STAFF is employed to capture function events, enabling efficient root cause
analysis of anomalies by utilizing these function events as fine-grained human factors. The main
contributions of this paper are summarized as follows: (1) An RCA framework incorporating
human factors into anomaly analysis is proposed. (2) A novel modified Petri net structure, des-
ignated as L-Petri, is created to trace root causes.

The paper is structured as follows. The framework for RCA considering human factors is
treated in Section 2. Section 3 focused on the evaluation. Conclusions are drawn in Section 4.

2. The Framework for RCA Considering Human Factors

Based on the previous work [19] that has been done in automatically identifying fine-grained
user behaviors, human factors are incorporated into the root cause analysis to better address the
two challenges mentioned in the previous section. As shown in Fig. 2, the proposed framework
for Root Cause Analysis (RCA) incorporates human factors and processes three types of input
data. It begins by extracting KPI anomalies through an Anomaly Discovery module, followed by
pinpointing the affected node via Anomaly Location. Finally, it generates RCA explanations that
account for human factors. The determination of the ultimate root cause is achieved by correlat-
ing the anomaly’s timestamp with the identified source node in the trace chain and associating it
with fine-grained behavioral anomalies.

2.1. Anomaly discovery

The first step is anomaly discovery. The input for this step is the KPIs. For different time
series data, integrated methods are used to discover KPIs anomalies to obtain the highest preci-
sion and recall. Three types of anomalies were used for feature extraction to facilitate subsequent
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Fig. 3. Illustration of anomaly location.

analysis. These anomalies are often encountered in time-series data: outlier data point and turn-
ing point. The KPIs of these types of anomalies were extracted for comprehensive calculations.

It is also worth noting that most of the values in the KPI appear normal and the deviation
from the predicted value is mainly due to noise. To reduce the influence of noise, three types of
abnormal features were amplified. Data magnification was performed using the modified expo-
nential activation,if z > 0, f(a, 8, x) = ™M@ xe _1 else, f(a, B, ) = —em™mzlB)xe 41
It can magnify values that deviate significantly from 0, but has little effect on values close to 0.
In this study, the value of « is 0.5. The larger the value, the faster the zooming speed is. The
value of 8 was 10. If |z| > 3, the value of f is not magnified.

Outlier data point is significantly different from the expected value of the time-series at that
time. Given a time-series S = {S;|Vt > 0}, predicted value of S; at time ¢, denoted by p;. The
simplest measure of deviation is the prediction error, Pe; = S; — p;. If the error falls outside
some fixed thresholds, the anomaly is identified. This simple idea may work in some cases,
but it will not be a good strategy for most because it does not capture the relative error Req,
Re; = @ = ;—i — 1. By threshold Re;, one can detect anomalies while normalizing out the
dependence on the magnitude of the expected value.

Turning points are those points in time where the behavior of the time series starts to deviate
from what is expected. By applying absolute change point detection methods to the sequence of
residuals generated via the plug-in approach, changes in the residual distribution can be detected.
The error distribution is proposed to be estimated via kernel density estimation [16], and the
Kullback-Leibler (KL) [20] divergence, designated T'P,, is subsequently calculated.

Another class of anomaly discovery techniques supported by our framework involves detect-
ing abnormal areas. Abnormal area is a time series with a significant deviation from the average
of other time series. The average deviation AA. of the time series relative to others can be
calculated to identify abnormal areas.

2.2. Anomaly location

The solution for anomaly location is as follows: Firstly, a call dependency graph between
nodes needs to be generated based on the calling data, as shown in Fig. 3(a); then, calculations
are performed using the delay data to mark the suspected anomaly nodes; finally, the abnormal
contribution rate is calculated to sort out the anomaly nodes. The dynamic search of trace data
along the call relationship leads to the formation of a dependency graph between nodes, where
two predefined types of anomaly modes are marked:
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* Typel node: Refers to the child node elapsed time(eTvme.) divided by the parent node
elapsed time (eT'ime,) greater than or equal to 0.51, i.e.:

eTime,

> 0.51 1
eTime, — 2

* Type2 node: Refers to the parent node elapsed time minus the child node elapsed time,
divided by the parent node elapsed time and the result is greater than or equal to 0.51,
namely:

eTime, — ) eTime,

> 0.51 2
eTime, - @

To better understand, an example is shown in Fig. 3(b). The node states in the track chain
are marked based on the defined node types. Then, the trace chains within a certain time slice
are aggregated into a tree graph that marks the number of anomaly occurrences at each node.
Through the tree graph, the failure contribution rate of nodes can be calculated at the same depth.
After that, using

Treeldepth|[status]

>~ Tree[depth|[status] —
nodes with a failure contribution rate greater than or equal to 90% will be selected. These selected

nodes are sorted according to the depth of the hierarchy, forming a set of possible abnormal
nodes. Details of the process are shown in Fig. 4(a).

0.9 3)

2.3. Anomaly association

The state of the system is changeable, and there is often a connection between the user’s
operation and the anomalies. Therefore, the association of fine-grained events with anomalies is
very important.

The various changes in the system and the relationships between them are described using a
Petri Net, which captures the dependencies among system events. However, traditional Petri nets
cannot be directly used in our anomaly analysis for the following reasons: 1) There is no one-
to-one correspondence between fine-grained events and KPI anomalies, which is a major reason
for the difficulty in locating root causes. The KPI anomaly correlation has the characteristic
of concurrency. When an anomaly sign appears, the anomaly propagates along multiple paths
simultaneously, causing multiple subsequent anomalies. 2) After an abnormal symptom occurs
on the Petri net, the factors that cause the abnormal symptom disappear, which obviously does
not meet the fact of abnormal diagnosis. 3) The importance of multiple causes of anomalies is
different.

Based on the above analysis, a new structure, L-Petri (Fig. 5(a)), is proposed for anomaly
graph construction. Each fine-grained event has a KPI anomaly correlation weight k; that is
transmitted and timestamp-distance-dependent (closer timestamps — higher k;). Anomalies typ-
ically result from multiple factors, and a single fine-grained event may trigger multiple anoma-
lies. Here, an anomaly’s reverse reachable set is defined as the set of events that can trigger it
(e.g., KPI Abnormal 1 in Fig. 5(a) has the set {FE1, FE2} with weights indicating correlation
degree). For fault diagnosis via L-Petri nets, the input library’s initial identifier uses tokens to
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Fig. 4. Details of the process algorithm.
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Fig. 5. The schematic diagram and examples of L-Petri.

signal fault occurrence (token present = fault sign; empty = no sign). The final diagnosis is deter-
mined through L-Petri net reachability and state equations: a token in the target library indicates
a fault, while an empty target library indicates no fault (illustrated in Fig. 5(b)).

The next crucial step is to establish a relationship between fine-grained events and KPI
anomalies. How to determine the correlation between fine-grained events (FE) and time-series
data? This study makes judgments based on when an event occurs; the time series before and
after the event occurs are different in terms of data distribution. Select the corresponding N seg-
ments of time series data F of length k before (after) FE, and then select a series of data R of
length k in the time series. The hypothesis of the test can be expressed as follows: Let F' = R
be HO; otherwise, it is H1. If HO is true, it means that the time series and FE are irrelevant. If
H1 is true, it means that the two sets of data have different distributions, and that time series and
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FE are related. If FE and KA(KPI abnormal) are related, This study focuses on determining the
temporal order and direction. If they happen at the same time, then X < Y; if it is negative (i.e.,
X shifts to the left), then FE < K A; otherwise, ' = KA. This correlation can be either
positive or negative. Finally, relationship diagrams of all correlated abnormalities were obtained.
The details of the anomaly association process are shown in Fig. 4(b). After establishing the
anomaly graph, the root cause should be traced. To enhance the timeliness of root cause identi-
fication and system efficiency, a further extraction of information from historical anomaly cases
is performed to leverage prior knowledge for reducing time cost.

3. Evaluation

This section evaluates the performance of the proposed framework with two real-world datasets
and one simulation dataset to address research question (RQ1). Subsequently, the Service Provider’s
real operation and maintenance data is utilized to answer research question (RQ2).

RQ1: How efficiently can the proposed approach detect anomalies?

RQ2: Can the proposed framework trace the fine-grained human factors that are the root
cause of anomalies?

3.1. Answer to RQ1

The empirical study carried out in this paper incorporates two real-world time series datasets
in different domains, sourced from the UCR Time Series Classification Archive [21]. These
datasets consist of time series in the finance and networking industry domains with a wide range
of characteristics. The framework was accompanied by an open-source synthetic time-series
generation tool [22] and benchmarking data [23]. In addition, the two datasets from the real-
world finance and networking industry domains include most of the outlier data point anomalies.
The synthetic dataset includes most of the types of anomalies mentioned in Section 2.1. The root
mean square error (RMSE) was used as the evaluation metric to measure the prediction error of
the time series. Various commonly used classical methods, such as Support Vector Regression
(SVR), Moving Average (MA), and Exponential Smoothing (ES), were utilized for comparison.
To objectively evaluate the performance of each method, a simple method was chosen as the
baseline: the actual KPI value at time ¢ was set to the predicted KPI value at time ¢ 4 1. Because
the baseline is a rather weak predictor, comparing its performance with that of each method can
clearly reveal the actual predictive ability of each method.

Table 1. Comparison of RMSE for anomaly recognition on datasets in
different industries

RMSE value in finance dataset \ RMSE value in networking dataset

Method
Maximum Minimum Average
baseline 0.20\1.62 0.09\0.33 0.07\0.22
SVR 0.17\1.29 0.10\0.62 0.09\0.24
MA 0.21\1.35 0.14\0.37 0.14\0.35
ES 0.18\1.46 0.09\0.31 0.08\0.23
Our approach  0.16\1.31 0.09\0.31 0.07\0.20

RMSE is non-negative, where O (rarely attained) indicates perfect fit. Lower values are
preferable, but cross-dataset comparisons are invalid due to its scale-dependency. As Table 1
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Fig. 6. The effect of feature magnification.

shows, the proposed combined method achieves lower prediction errors than benchmarks across
three KPI characteristics (maximum, minimum, average) and diverse business types, confirming
its effectiveness and robustness.

Given the scarcity of real anomaly data, most frameworks are limited to specific time-series
patterns and under perform when data characteristics shift. Thus, only classical algorithms were
compared. The solution suggested in this paper (without KPI anomaly amplification) was eval-
uated against J-measure and Pearson analysis. The precision-recall curve in Fig. 6(a) reveals a
significant performance gap between non-amplified (blue square curve) and amplified features
(red triangle curve). Feature amplification enhances fluctuation prominence and mitigates noise
interference. The proposed approach outperforms both J-measure and Pearson correlation: its
ensemble approach boosts anomaly recognition accuracy. Pearson surpasses J-measure here be-
cause J-measure targets event data correlation, while the test dataset is time-series.

To further illustrate the necessity of data feature amplification, noise was injected into the
experimental data to adjust the noise intensity. Fig. 6(b) and (c) shows the changes in accuracy
and recall rate of feature data under different noise intensities after using exponential activation to
amplify or not. With the increase of noise intensity, the accuracy and recall rate decrease quickly
without amplifying the feature data. After feature amplification, the downward trend of accuracy
and recall rate has been greatly improved. When the noise intensity is close to 0.45, the accuracy
is still at 60% and the recall rate can be maintained at around 0.5. This further illustrates that it
is absolutely necessary to enlarge the data features.

Next, the proposed algorithm was further evaluated and compared with different algorithms.
The classical algorithms used in the experiments are: 1) random walk (RW), based on the most re-
cent observation; 2) Simple exponential smoothing (SES), which is popular to produce smoothed
time-series; 3) HOLT, which smooths the first difference of the smoothed value again; 4) Regres-
sion model (RM),which models the relationship between the variables x and y using one or more
variables. More details about these algorithms can be found in [24] and [25].

The results of the different datasets described above are shown in Fig. 7. The results are com-
pared in terms of the standard Fy — Score = 2 x Wm The results show that there is
no absolutely best anomaly discovery algorithm to detect different types of anomalies. Different
algorithms are suitable for different data types. Most frameworks target only certain specific
time series data. The significance of the approach proposed in this paper is that it integrates a
variety of time series models and algorithms to ensure that anomaly discovery has a good effect
on different datasets. Three types of KPI anomalies are collected in the synthetic data. This is a
reason why the approach proposed in this paper performs particularly well on synthetic datasets.
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It also shows the high robustness of the proposed approach.

3.2. Answer to RQ2

To evaluate the ability to analyze the relationship between fine-grained events and KPI anoma-
lies, two baseline algorithms are selected for the experiment. The first is the Pearson corre-
lation [26], which is the widely used method to find correlations in time series. The second
baseline is the J-measure [27], which is a widely used method to correlating event data. A sin-
gle distance measure, Dynamic Time Warping (DTW) [28], is selected for the nearest neighbor
method within the algorithm. Collect data for operation and maintenance when the real network
service system is running (http://iops.ai/datasetlist/). The F; — Score is shown in Table 2.

Table 2. Time Series and Event Data Correlation Test Results

Comparison
Real data \ Synthetic data
Method
Correlating Temporal Order  Positive/Negative monotonic
J-Measure 0.62\0.739 N/A\N/A N/A\N/A

Pearson Correlation ~ 0.691\0.603 N/A\N/A 0.673\0.651
DTW 0.792\0.842 0.81\0.787 0.813\0.833

Our Method 0.821\0.863 0.761\0.811 0.878\0.853

Across different distance measures, no significant performance variation is observed. Com-
parative experiments demonstrate that the approach proposed in this paper outperforms existing
algorithms on the dataset. Notably, the approach proposed in this paper exhibits exceptional
capability in temporal order differentiation.

In the experiment, the correlation data presented in Fig. 8 is derived through fine-grained
events and time-series association analysis. When a network service anomaly occurs, the back-
stepping algorithm is initiated, starting from the most recent anomaly. Specifically, once the web
service crashes, the algorithm creates a set of reverse-reachable fine-grained events, denoted as
{FE7}. Since FE7 is the sole event triggering the transition, the algorithm proceeds with back-
ward calculations from this point. Subsequently, it constructs the reverse-reachable set {FE2,
FE3, FE4}. The disk error anomaly has three contributing factors. By applying the conflict res-
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olution strategy, FE2, which is most closely associated with the change, is selected. Based on
this analysis, it is concluded that the disk error resulting from the configuration file update led
to the ultimate web-service crash. The root cause is not a hardware problem with the hard disk,
but a configuration file update introduced by human factors, with a probability of 0.81 for this
conclusion. As a result, operation and maintenance personnel can simply roll back the update
to rapidly restore the service. Throughout this process, even though the system issued alarms
for abnormal CPU usage and disk errors, these alarms can be ignored. Using human-induced
factors, the root cause of the problem can be quickly identified.

As the granularity of root cause analysis becomes increasingly refined, the associated time
cost inevitably escalates. To address this challenge, an approach that leverages anomaly sig-
natures is proposed to optimize RCA efficiency. A controlled experiment was conducted with
five distinct configurations of monitored KPIs, each repeated three times to ensure statistical ro-
bustness. It can be clearly seen from the left side of Fig. 9 that the higher the number of KPI
monitored, the more conducive to RCA. The curve on the right side of Fig. 9 shows the compar-
ison of time saving rate, that is %. OTC means original time cost and T°O refers time
cost after optimization. It can be concluded that the more the number of KPI, the more obvious

the optimization effect.
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4. Conclusions

This paper presents an approach for anomaly RCA that incorporates fine-grained human fac-
tors, with a focus on leveraging KPIs to enhance anomaly detection and diagnosis. By integrating
function events as fine-grained human factors and using a modified Petri net called the L-Petri
net for correlation analysis, the proposed approach effectively traces anomalies back to their
root causes, including human-induced errors. Experimental results on real-world and synthetic
datasets demonstrate the approach’s robustness in identifying KPI anomalies, achieving an F1-
score of approximately 0.79. Current approach does not consider the problem of cross-node
event combination. This issue is much more complicated, and it will become part of authors’
future work.
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