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Abstract. The digitization trend is developing throughout the crisis caused by the
COVID-19 pandemic. The volume of digital payments is increasing. The most common way
of checking the authentication in electronic payment systems is the PIN number that users
type into the PINPAD device. Digital payment devices still require the entry of smart cards
and the manual entry of a PIN into an ATM or POS device. In order to reduce the possibility
of infection due to contamination from multiple touches of the PINPAD device by different
people, cardholders use the PINPAD device with gloves. Instead of entering the PIN number
on the PINPAD device, biometric authentication is available for the authentication process.
On the other hand, the use of gloves and a medical face mask, during the Covid-19 pandemic,
limits the biometric scanning of fingerprints and facial images. In this paper, a biometric au-
thentication model is proposed that uses biometric features of the eyes, as these biometric data
are available to scanners even in the case when the cardholder uses a protective medical mask
on his/her face. The proposed model transforms data on the basis of correlations of character-
istic points around the eyes and eye color into a stable PIN. Quantitative presentation of the
experimental results confirms that for six different facial expressions of each of the 50 tested
persons, the deviation of the authentication PIN from the reference PIN does not exceed 1%.
Using the proposed innovative model, the existing infrastructure of payment systems should
not be changed.

Key-words: biometric authentication; Covid-19; electronic payments; facial biometric;
PIN number.

1. Introduction
The authentication model in which the cardholder enters the PIN on the PINPAD device is

a widely accepted method of authentication. One of the problems with this method of authen-



152 N. Badovinac and D. Simic

tication during the Covid-19 pandemic is the potential source of infection when a cardholder
needs to enter the PIN on the PINPAD device or when it needs to be biometrically authenticated
by scanning a finger on a biometric scanner. Unhygienic fingers can potentially leave behind
surviving bacteria including COVID-19, which is mainly spread by contaminated hands [1]. Re-
search has shown that the COVID-19 virus can last up to 72 hours on plastic and stainless steel
[2]. Instead of typing the PIN, where the customer needs to bring a card and touch the machine
for electronic data recording, authentication by facial recognition can be developed. In order
to avoid the transmission of COVID-19 to card users as a means of payment, it is necessary to
develop a new electronic payment model. This paper is a continuation of the author’s research
published in ”A Multimodal Biometric Authentication (MBA) in Card Payment System”, 2019
International Conference on Artificial Intelligence: Applications and Innovations (IC-AIAI) [3].
In this paper, a model of transformation of biometric data of a fingerprint and a face image into a
multi-digit PIN is presented. A non-invasive biometric method was used, which does not require
physical contact with the biometric sensor, and which will be useful in case the cardholder has a
covered face with a medical mask as protection against Covid-19 virus infection.

The contribution of the research is a software system for PIN authentication that is intended
for use during a virus pandemic, but also in other cases when there is a reduced possibility of
using traditional PIN authentication methods. The capability of the presented authentication
model is in the fact of a simple upgrade of the existing PIN authentication model with a view
of users’ health care, because they will have a simpler interface of the existing ATM and POS
infrastructure with cameras even when wearing a face mask.

By applying the presented model of PIN authentication in e-payment systems, the user will
not have to enter the authentication PIN, as it will be created from the biometric data of the face
image and in the case when wearing a medical mask on his/her face. During the virus pandemic,
it is possible for financial institutions to set the PIN authentication model to either the classic
method in which the PIN is entered on a PINPAD device, or to the introduced biometric method
in which the PIN is calculated from the biometric data of the facial image.

Biometric payments are an option that reduces the risk of infection when performing payment
transactions [5]. The European Union’s Second Payment Services Directive (PSD2) excludes
the possibility of applying e-payment authentication models based only on payment card data
[4]. New research on e-payment models that will meet the Regulatory Technical Standards on
strong customer authentication and secure communication under PSD2 is needed. One of the
most innovative technologies, with the greatest growth potential, is based on the use of biometric
techniques, with predictions that by 2025 they will be used to authenticate more than $3 trillion in
payment transactions, compared to only $404 billion in 2020, and that’s an increase of 650% [6].
Payment systems based on facial image recognition have not yet been sufficiently studied and
there is no standardization for biometric authentication, but this technology provides the highest
security in user authentication [7]. Unlike other biometric attributes, such as fingerprints, their
use does not require physical contact with the device.

During the Covid-19 pandemic [8] new payment systems have been established to reduce
contact between buyers and sellers. The authors in [9] investigated and concluded that there
are concerns about the collection of biometric data. The presented method uses a limited set of
biometric data, and this has a positive effect on protecting the cardholder’s privacy.

During the research, the main challenges were the research of existing literature, regula-
tions and standards on biometric cardholder authentication methodologies in electronic payment
systems and investigating available biometric SDK software environments solutions. A Python
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code was developed for a commercial SDK software solution [10] that calculates the IPD dis-
tances and the average RGB value of the eye pigment from the face image, as well as the final
PIN. The challenge was to research a database of facial images that could be used for research.
A professional image database [11] was used, which was created at Binghamton University in
New York and is often used by researchers.

This paper is conceived as follows: Section 2 presents an overview of previous research.
Section 3 presents a conceptual model of the authentication method, and Section 4 describes the
algorithm. Section 5 presents the results of experimental research. There is a Future Work given
in Section 6, and conclusions are highlighted in Section 7.

2. Review of the State of the Art
Available scientific papers in the field of transformation of biometric data into PIN were

researched. The authors of [12] note that biometric technologies are gaining great popularity due
to the ease of acquisition of biometric samples. However, in their model, the biometric samples
are stored and recorded, while on the other hand, the advantage of our model is that the biometric
data is not stored on the medium. In the model [13], the authors present an e-payment model in
which, in the authentication process, the biometric sample of the face image is compared with
the template found in the database, and then the biometric sample of the fingerprint is compared
with the template in the database. Once both authentication schemes are confirmed, access to the
bank account will be granted. The authors of [14] present an e-payment model in which biometric
data is encrypted because they believe that it is necessary to encrypt them in order to preserve
a person’s identity. In the presented model, the identity of a person cannot be revealed because
a limited set of biometric data is used. In the paper [15], the authors state that the exponential
growth of storing biometric data leads to the creation of a large amount of data. The authors
propose a model for mobile biometric authentication based on data storage in the Cloud. The
authors of [16] use Reed-Solomon codes to generate keys and correct wrong codes. The authors
of [17] during the Covid-19 see the limitations of the biometric authentication model and say that
fingerprints or systems based on facial recognition may not be applicable in a pandemic situation
like this one, when gloves or face masks are mandatory for protection from unwanted exposure.
They use behavioral biometric methods. Models for the transformation of fingerprint biometric
data into a Password are presented in [18, 19]. A comparison of these methods is synthesized in
Table 1, which is available in a PDF file at the link [20].

Generating a stable password from biometric data has been a challenge for many authors [21–
24] as it is difficult to overcome the instability of biometric characteristic points. The authors of
[25] present a comparison of methods for creating digital keys from biometric data.

We studied the scientific literature and concluded that the PIN / Password can be easily com-
promised, and smart cards can be lost, but that biometric features are suitable for user authen-
tication. The risk of infecting users with Covid-19 and other viruses and diseases when using
an ATM, a POS device with a built-in PINPAD, and a biometric fingerprint scanner is raised.
Using these devices, users are at risk of transmitting infectious diseases [26]. Viruses can enter
the human body directly and indirectly. Direct transmission can occur through close contact with
people infected with the virus, while indirect transmission can occur through intermediate media,
such as the surface of POS and ATM devices [27].

Such as fingerprint authentication, some face image authentication models will not be appli-
cable during the Covid-19 pandemic, as the mandatory wearing of protective gloves and a face
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mask covering part of the face prevents biometric authentication. Studying the available scien-
tific literature, the authors of this paper recognized the need to create a new non-invasive method
of biometric authentication that will be effective during the Covid-19 pandemic.

The scientific contribution presented in this paper refers to a new method of non-invasive
biometric authentication using an eye color classifier and correlation of characteristic biometric
points around the eyes that will be available to the camera even when the cardholder wears a
medical mask (Fig. 1). The authors of the work [28] classified the color of the iris of the eye and
constructed a method for automatically extracting the color of the eyes from photographs of the
face image and classified it into seven color groups. By applying NIR (near infrared) imaging,
the authors in [29] made it easier to extract the texture of even darker eye colors (e.g., brown
eyes). It has been shown that in the NIR spectrum, it is possible to distinguish between light eye
colors (blue, green) and dark ones (brown). The authors confirmed that readings from NIR iris
images contain sufficient information for eye color classification.

3. Transformation of Biometric Data into PIN
To effectively prevent the spread of the COVID-19 virus, almost all people wear face masks.

During this period, conventional biometric authentication technologies become ineffective. Fig.
1 shows the face of the cardholder covered with a protective medical mask that will not prevent
authentication because the authentication model, presented in this paper, will transform the inner
biometric points around the eyes by transforming the biometric data of eye color and correla-
tion of characteristic biometric interpupillary distance (IPD), create a PIN for the authentication
process. Using the presented model, the electronic payment authentication process would be as
follows: the cardholder inserts the smart card into the smart card reader, ATM and POS device
with a built-in camera, or uses a smartphone application that contains the data from the smart
card. The face of the cardholder covered with a medical mask (Fig. 1) against Covid19 infec-
tion should be in front of the camera. By transforming biometric data from the area of interest
from the face image, which is not covered by a protective mask, a PIN is created which will be
compared with the authentication PIN that the bank enters as a reference PIN in the smartcard.

Fig. 1. Block diagram and the pseudocode of the proposed approach.
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The presented authentication model creates a stable PIN by transforming biometric data of
eye color and Euclidean distances of characteristic biometric interpupillary distance (IPD), which
are robust to the change of emotion and facial expression. Since the vector of biometric features
of the face image is relatively large, the algorithm uses a smaller vector with features whose basic
elements are: Eye color feature and IPD (distance between the center of the left and right pupil of
the eye). The presented model transforms the biometric data of the face image that are available
to the camera when the cardholder wears a medical mask on his/her face (Fig. 1). The following
are biometric features available to the camera when the cardholder has a face mask:

1. Eye color is an important facial feature that can be used for authentication [28]. We suggest
using a system for eye iris segmentation [30] as well as eye color detection based on the
algorithm presented in [29].

2. The pupil is one of the smallest units of the eye. The pupil is located in the center of
the Iris of the eye. Researchers in [31] develop the Pixellary Pupil Distance framework
in which they use the RGB color spectrum to calculate the distance between the center
of the left and right eyes. In our distance calculation algorithm, we use the Euclidean
equation, which cannot define a unique distance but allows the 2FA standard to create an
authentication PIN. The analysis of iris image data can be improved by applying a neural
network [32] or by applying a model based on multi-scale deep learning presented by the
author in [33].

3. Radius of the iris – Once the eye is localized, the processing is required to segment the iris
region and pupil. After that, it is possible to calculate the radius of the iris [10]. This value
will be used to normalize the IPD distance.

The idea of the presented authentication model is that the difference obtained in the phase
of comparing the vector of biometric features of the face image, and the reference vector, be as
small as possible. The proposed model uses an algorithm to transform the face image vector into
a PIN that is compared to the PIN obtained by transforming the reference vector. In case the PINs
are the same, the cardholder authentication will be confirmed. The research presented in Section
5 has shown that the algorithm does not always transform cardholder biometric data into the
same PIN, but the PINs are different for the same person’s facial images. Given this instability of
biometric characteristics, the allowed deviation of the PIN obtained in the authentication process
and the reference PIN written on the smart card has been defined. The PIN created in this way
will be robust to change of the expression, i.e. facial emotions. The algorithm of the presented
authentication model is divided into two parts. In the first part, a biometric feature of eye color is
used, and in the second part, IPD distance. There are many types of ATM devices used to issue
cash. Most of them have a screen, a card slot, a cash slot, a PINPAD and a camera. A classic ATM
transaction involves the user inserting a smart card into the slot, entering their authentication
number (PIN), and after verifying the authentication, withdrawing cash. This simple procedure
can be upgraded with a software update with a proposed authentication model that would use a
camera to make a photo of a cardholder’s face, instead of manually entering a PIN. The software
would create an authentication PIN from the biometric data of the face image, that would be
compared to the PIN written in the chip on the smart card or on the remote server. In the case
that the authentication system is set up to allow the PINs obtained in the authentication process
to deviate from the reference PIN, the device would confirm the authenticity of the user and
allow electronic payment. In the case that the deviation exceeds the allowable threshold, user
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authentication and payment transactions would be denied. There are many types of POS devices
and ATM machines that have built-in cameras. The payment procedure using a POS device with
the camera shown in Fig. 2, i.e. a POS device that has a built-in camera for photographing faces
[34] available in a PDF file on weblink [20], with the biometric authentication model presented
here, instead of entering a PIN, would require the camera to photograph the cardholder’s face
after he leans forward and removes the smart card.

The software would create a PIN from the face image, which would be compared to the
reference PIN written in the chip on smart cards or on a remote server. In case the compared
PIN has a deviation of less than 1%, the device would authenticate the cardholder and execute
the electronic payment transaction, otherwise, the authentication would be denied.

4. Algorithm Implementation
The biometric authentication model process can take place in a smartphone, in an ATM

machine or POS device with a camera. In the enrollment process, the biometric data of six
facial images of different facial expressions of the cardholder are transformed into a PIN, and the
mean value of the six PINs thus obtained will be the reference PIN. The reference PIN should be
entered in the memory of the smart card or in the remote server. In the authentication process,
the PIN is compared to the reference PIN. The basic idea was to always transform biometric data
into the same PIN, but experimental research, presented in Section 5, showed that this was not
the case.

Therefore, it is envisaged that the software in the authentication device, in the process of
comparing the authentication PIN and the reference PIN, authenticates the cardholder with the
allowed deviation of the authentication PIN. The results of experimental research presented in
Section 5 show that, under this condition, the presented innovative model enables biometric
authentication. The authentication device software will be upgraded for the process of creating a
PIN from biometric data of a face image that has in Algorithm 1:

• FUNCTION (Create a PIN number for the uploaded photo)

• FOR FaceImage do Detection (Iris Landmark (5 points)) [10]

• FOR (Iris Landmark) do:

◦ Calculate (Iris Radius)

◦ Calculate (IPD EuclidDistance)

◦ Calculate (Iris RGB color do = Color Parameter)

◦ Calculate (PIN = (4000 x Iris Radius / IPDEuclidDistance)+Color Parameter)

• Return PIN

• END function

The proposed model of cardholder biometric authentication that can be applied in e-payment
systems is represented by a block diagram in Fig. 3, which is available in a PDF file on weblink
[20]. The first step is the activation of one of the two authentication modes - entering a classic or
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biometric PIN. In the first solution, the system will ask the cardholder to manually enter the PIN
on the PINPAD device, while in the second solution, the system will ask the cardholder to place
his face in front of the camera. The system will create the PIN and in the final step will compare
it with the reference PIN written on the chip.

The idea presented in this paper is to enable the most accurate possible method for biometric
authentication using a PIN created from biometric facial image data. Therefore, it is impor-
tant to distinguish as accurately as possible biometric characteristics such as the characteristic
points surrounding the eye’s iris, and its color. The programming code was developed within the
Python programming language and using the Ailia SDK development environment [10], which
ultimately creates a PIN from the biometric characteristics of the face image. The program code
has two basic functions: 1) IPD calculation and PIN calculation; 2) Determining eye color. The
number of PIN digits in the model is a parameter. The value of the parameter can be 4 or more.

4.1. Algorithm creates a 4-digit number from the Interpupillary distance
After loading the photograph of the face image, the extraction of characteristic biometric

points around the eyes is performed. Then, the face image is normalized with a radius of the Iris
value, and the IPD distance is calculated rounded to a 4-digit number. For the purposes of this
research, Python program code was developed using the Ailia SDK working environment and
Mediapipe Iris model [10] to identify characteristic points of the face, iris, pupil and eye contour.
The Mediapipe Iris model is used to detect the 5 key points of the outer circle of the eye’s iris
and the center of the eye’s pupil. The input value of this function of the program code is the
coordinates of the points bounding the surface of the iris of the eye obtained from the Mediapipe
Iris model.

The calculation of the IPD and radius of the iris is based on the geometric characteristics of
the face, while the color of the iris is based on the most common RGB pixel value.

5. Experiments
For the needs of experimental research, a program code transforms the biometric data of a

face image into a 4-digit PIN. The program code was developed according to the model shown
in Algorithm 1 and was applied to the Facial Expression Database. The experiments used a
large database of face images of different people and different facial expressions BU-4DFE (3D
Dynamic Facial Expression Database) from Dr Lijun Yin at the Department of Computer Sci-
ence, State University of New York at Binghamton [11]. Those databases are used in numerous
research projects. All eyes in the study were classified as brown eyes. In the first study, the de-
viation threshold of the presented authentication model was calculated, which will enable every
person for whom a test was performed to authenticate. In another study, the probability of false
acceptance was calculated, in case the person with the most common PIN loses the authentication
smart card.

5.1. Case Study 1
In this research, images of different facial expressions of 50 people were transformed into

a PIN. Facial expressions are divided into: Angry, Disgust, Fear, Happy, Sad and Surprise, an
example is illustrated in Fig. 4, which is available in a PDF file on weblink [20].
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Table 3 available in a PDF file on weblink [20] shows the created PINs and the values of
the standard deviation of the PINs from the reference PIN. In the authentication process, the
reference PIN (r) is calculated as the arithmetic mean of the PIN (1–6) obtained from 6 facial
images of the same person. In the last column in this table is the standard deviation for 50 people.
This value is from 5 to 19 PINs.

Five levels with different standard deviations of the presented authentication model were
defined. Table 4 available in a PDF file on weblink [20] shows the results for the case the authen-
tication model is set with a tolerance threshold of 1.00% of the allowed deviation of PIN(r) from
the PIN obtained in the authentication process, all persons with six different facial expressions
were successfully authenticated.

5.2. Case Study 2
This research was done with 94 face images, one image of a neutral facial expression for

each of the 94 persons. The calculated minimum PIN is 3341 and the maximum PIN is 3473,
which is a range of 132 PINs. In Case Study 1, the maximum deviation of the reference PIN
from the PINs created from different facial expressions was calculated and it is 19. Groups of
19 PINs were created, starting from the minimum to the maximum PIN. Table 5 available in a
PDF file on weblink [20] shows the groups of PINs and frequencies of persons belonging to a
particular group.

The results of the research show that out of the total number of tested people, 28.72% have a
PIN in the range of the most common PIN. Quantitative presentation of experimental results on
the presented authentication model works with the probability that the highest possible rate of
falsely authenticated people is 28.72% because so many people can have the most common PIN.
On the other hand, this model will, in at least 72.28% of cases, recognize and reject the attempt
of false authentication.

In the results of the research of the presented authentication model based on a smart card,
there is a possibility that more people have the same PIN, but this is not a problem, because it is
suggested to use a smart card as a second layer of cardholder authentication. The use of the sec-
ond authentication layer will reduce the rate of false acceptance and thus reduce the percentage
of cases of misuse of the presented authentication model, which will be possible in cases where
cardholders wear protective masks on their face.

6. Future Work
The disadvantage of the presented model is that daylight is required to detect the correct eye

color. Room light darkens the color of the eyes, and a deviation of eye color coding occurs. In
future work, we can change the algorithm and create numerical values in the form of asymmetric
keys only from the value of the interpupillary distance. Methods for creating asymmetric keys
from biometric data are analyzed in the paper [25].

We suggest researching the application of the model in the system of border crossings in
which, along with the passport check, a numerical sequence (password) would be checked, which
would be created from the biometric data of the face image, and thus improve the performance
of the system.

A direction of further research besides the application of asymmetric keys is the applica-
tion of artificial intelligence tools as presented in [12]. Artificial intelligence would help detect



Biometric Authentication Model Based on Transformation of Face Image 159

anomalies in the locations with which the cardholder logs into an ATM or POS device, such as
cases when the distance between the location of the previous login and the location where the
login attempt was made is not close, and the time interval is not sufficient for the user to be at
another location.

We will develop our model for use in digitally signing Blockchain transactions. By synthe-
sizing Blockchain technology, which eliminates the obligation of the presence of a third-party
validator of transactions from the electronic payment model, and biometric technology, which
allows signing a blockchain transaction without a token, the existing system can be improved
for working with payment cards [25]. This will allow us to apply biometric authentication for
digitally signing transactions with digital currencies of central banks - CBDC.

In 2023, more than 20 countries will take significant steps toward piloting CBDCs. Aus-
tralia, Thailand, Brazil, India, South Korea and Russia intend to continue or begin pilot testing in
2023. As of the end of 2022, all G7 countries have entered the CBDC development phase. The
European Central Bank has launched a project to research the development of CBDCs [35].

7. Conclusions

This paper presents an innovative model of biometric authentication of the electronic pay-
ment system that is applicable in the era of the Covid-19 virus pandemic. Recommendations
for maintaining health during the pandemic suggest the wearing of a protective face mask and
protective gloves for the hands. The presented model of biometric authentication enables the
conversion of biometric features from faces that are not covered by a protective medical mask
into a PIN.

The model is based on a non-invasive method of acquisition of a biometric facial image
sample. Biometric data is not stored on media and cannot be compromised. The biometric
authentication model enables the protection of a person’s identity and privacy, as it uses a limited
set of facial image biometric data from which it is not possible to reveal the person’s identity.
Cardholder authentication is possible even when the face is masked and the facial expression
changes.

The results of the research show that the method of transforming the biometric features of
the IPD distance into a PIN, with a deviation from the reference PIN of 1%, enables the authen-
tication of the cardholder wearing a medical mask. They also show that out of the total number
of people tested, 28.72% of them have a PIN in the range of the most common PIN. On the other
hand, this model will reject a fraudulent authentication attempt at least 72.28% of the time. This
result is further increased because the model meets the 2FA (two-factor authentication) interna-
tional standard through the obligation that the cardholder uses a payment card and biometric data
for authentication. The research results confirm that bank clients, even with the minimum range
of biometric data related to the interpupillary distance between the center of the left and right
eyes, can use the advantages of biometric authentication.

The presented method has implications for financial institutions and end users of banking ser-
vices. Financial institutions can implement a biometric authentication model during a pandemic
without changing the existing authentication infrastructure. A software update in POS and ATM
devices with built-in cameras is sufficient. By using the presented model, end users get a simple
authentication process by placing their faces in front of the camera.
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